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Growing number First cybercrime

| Love You of hacking attacks conviction under Growth In

cybersex and
child trafficking
cases

\Virus & cybercrimes the E-
were recorded Commerce Law

2000 2001 2003 2005 2007
RA 8792, Creation of Creation of
Electronic PHCERT Computer
Commerce Convention on Crime Section
Act of 2000 Cybercrime/ of the PNP
Budapest
Convention

HISTORY OF CYBERSECURITY IN THE PHILIPPINES




DOJ Reported that
9 out of 10 Filipinos
are victims of Election
various forms of

Ccybercrime ranging ok Heist

Breach

from hacking attacks
to online scams

2009 2012 2014 2015 2016
RA 9775,
Anti-Child yborcrim RA10175 EO189s.  RA10844
Pornography Act o’ i Aot suspension 2015, Qreatlng Department of
of 2009 of 2012 lifted the National Information and
RA 9995, Cybersecurity ~ Communications
Anti-Photo and RA 10173’ |nter_AgenC TechnologyAct
Video Voyeurism Data Privacy : Y

Act of 2012 Committee

Act of 2009

HISTORY OF CYBERSECURITY IN THE PHILIPPINES
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Laws enacted that are
technology-related
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RA 7610
Special Protection of Children

against Abuse Act
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RA 8484
Access Devices

Regulation Act
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RA 8792
Electronic

Commerce Act
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RA 9208

Anti-Trafficking Act
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RA 9262
Anti-Violence against

Women and Children Act
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RA 9775 RA 9995
Anti-Child Antl-Photo and
Pornography Act | Video Voyeurism



L XX

RA 101/3 RA 101/5
Data Cybercrime

Privacy Act Prevention Act
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GLOBAL CYBERSPACE

Figure2: The Notionol Cybersecwity Fromework
Coordinate naticnal
protection, prevention and
mitigation of, and recovery from
cyber incidents [" l: -I-
Disseminate domestic cyber
threat and vulnerability analysis
Protect crtical infrastructure
Secure govermnment and civilian

Defend the military network from cyber attacks

Lead _fnr Protection Gather foreign cyber threat intelligence
(NCERT) and determine attribution

infostructure Secure national security and military systems
Investigate cybercrimes Support the national protection, prevention,
under its jurisdiction mitigation of, and recovery from cyber incidents

Investigate cybercimes under military

Investigate, atfribute. disrupt, jurisdiction (cyberdefense)

and prosecute cybercrimes
Lead domestic national security
operations
Conduct domestic collection,
analysis, and dissemination of
cyber threat intelligence
Support the national protection,
prevention, mitigation of, and
recovery from cyber incidents

el INTELLIGENCE COMMUNITY:
CYBER THREAT INTELLIGENCE AND ATTRIBUTION

(NSC, NICA)

NATIONAL CYBERINTELLIGENCE PLATFORM:
SHARED SITUATIONAL AWARENESS

IDENTIFY PROTECT DETECT RESPOND RECOVER

COORDINATE WITH PUBLIC, PRIVATE AND INTERNATIONAL PARTNERS



Agency/

Community Organization Emphasis

_aw DOJ-NBI e evcenee
Enforcement JPANCE N I Prosecute

CyberSecurity inthe  INPYaVle1d’ DIC

Philippines should be _
divided according to its Protection

major CyberSecurity .
Responsibilities: Law National DND / AFP o befend the country

Enforcement, Protection [BJSI{sIAR]= NSC Protect Military Networks
and National Defense

Disseminate Broadly
Ensure Timely Release
CICC Y

: Attribution
Intelllgence NICA } Advise and Inform

COmmunity Decision Makers



Cyber Security Maturity Model

NATION

STATE
Resilience

THHEAT/

Most
Organizations

ADVANCED
PERSISTANT
THREAT

E_______D-P/

E D C

REACTIVE&MANUAL TOOLS-BASED INTEGRATEDPICTURE

People based Applying tools Loosely intergrated
following doctrine and technologies with focus on
and doing there piecemeal to interoperability and
best to “put out assist people in standards-based
fires” reacting faster data exchange for IA
situational
awareness

Presentation of Robert Lentz Former CISO US Department of Defense

AGILITY/SPEED OF ACTION /

B

DYNAMICDEFENSE

Predictive and
agile, the enterprise
instantiates policy,
illuminates events,
and helps the
operators find, fix,
and target for
response

CONVENTIONAL
THREAT

A

RESILIENTENTERPRISE

Predictive and
mission focused,
isolates and contains
damage, secure
supply chains, and
protext key critical
infrastructures to
operate through
cyber attack
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Where A8 * Tools based

= Reactive / Manual

Cyber Resilient Philippines What do we want to achieve?

How do we get there? = Crafting of the National CyberSecurity Strategy,
Policies, Plans and Programs
» Establishment of NCERT and Implementation of
other Programs defined in the National
Cybersecurity Plan
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Bank Heist, Navigation Systems Manipulation,

AttaC kS {0 C” Control of Electronic Medical Equipment and Records,
Override of Oil and Gas Systems

Attacks to Hacking resulting in Data breach
Government Defacement of PH Government Agencies

Infostructure Websites

Sophistication APT, DDoS, SPAM, Spear Phishing,
of Cyber Attacks Social Engineering
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National Targets:

#CyberResilientPH

Making Critical
Infostructure

(& RIE e
and Secure

#CyberToughPH

Making
Government
Information
Environment
Secure

Making
Businesses
and Supply
Chains more

Secure

#CyberAssurancePH

#CyberSafePH

Making
Individuals
Aware and

Secure
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. To prepare and secure
To systematically government ICT

CRITICAL a -
harden ClI for e HilZ T Infostructure (Public
Resiliency & and Military)

SECURE, INNOVATIVE, AND HAPPY

QYMMMQM S

ICT INFOSTRUCTURE I TO raise awareness on cyber
risks among users as they are
the weakest links, they need to

CYBERSECGURITY ECOSYSTEM adopt theright norms in

. . berSecuri
To raise awareness of cyber risk Y o

and use of security measures BUSlNESSES INDW"]UI-\LS

among businesses to prevent and
protect, respond and recover from attacks




Key

ENABLERS

Develop Cybersecurity
Skills and Knowledge

Promote Cybersecurity
(Human Capital)

CYSO sa Departamento Development in

Industries
Nurture Cybersecurity

Strengthen Cybersecurity
Research &

. . Public and Private
Domestic and International Part i
Devek)pment Collaboration artners Ip




Key Strategic
Imperatives
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Key Strategic Imperatives

Public Networks thru
establishment of CERTs

Military Networks thru

Cybersecurity
establishment of Cyber Defense Education
Centers (DND, NSC, AFP) Campaign Program
Protection of SIOEE TR O Protection of
. Government . .
Critical Businesses Protection of
Networks .
Infostructure (Public and and Supply Individuals
(ClI) . Chains
Military)
Assessment and Cl’lterla Evaluathn NQQNQM \010000)
Compllance and Cel’tlfICatIOI’] ; K\; DiGT
Programs Program %
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Critical Infostructure
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Protection for CII

Cll Protection and Security Assessment Program
» Protection Assessment Project (ICT Systems)
= Security Assessment Project (Readiness)
= Compliance Certification to Cyber Risks of CII

National Cyber Drills and Exercises Program
» Assess the capabllity and readiness of Cl|
= Annual Activity
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S I I e - /e ©  DEPARTMENT OF INFORN MATION AND
o/ ~  COMMUNICATIONS TECHNOLOGY
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* 2016 °



Protection for Government Networks

National Computer Emergency Response Program
* NCERT, GCERT, and Sectoral CERTs

Threat Intelligence and Analysis Centers
= DND Cyber Defense Center
* NSC Threat Operations Center
* AFP CYBERCOMMAND

= NICA Cyber Intelligence and m;gﬁﬁkm

Attribution Center 1 alalalalal aaalalal !
O oo o o o o o
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e r O u < . ©  DEPARTMENT OF INFORN MATION AND
o/ N COMMUNICATIONS TECHNOLOGY
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Sectrial CERTs,

CRITICAL "
i NATIONAL COMPUTER
Resboree EMERGENCY
RESPUNSE TEAM

cT (NCERT):

CICC
Testing Lab I

W

#CyberToughPH

Protection for Government Networks

\0CERTs,

A

PUBLIC) ' Actionable

Intelligence

Signal

Intelligence

b poMESTICAND . =21y Warning

INTERNATIONAL = System
NETWORKS

International CERTs;

m—n-n-a-lnl-n-n-.—m

1 [alalaalal aalalalal !
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Protection of Business and Supply Chains

National Common Ciriteria Evaluation

and Certification Program

* |CT Equipment Security Evaluation and
Certification Project

= Creation of Secure Internet of Things (loT)
Systems

#CyberAssurancePH



Protection of Individuals

CyberSecurity Education Campaign Program

**Educate, Empower and Encourage (3ES)**

" Training Of Trainers Project (ToT)
» Cybersecurity Outreach Project (#PRInT)
 Use of Paper, Radio, Internet and Television (PRINnT) media to create
multiplier effect

* National Cybersecurity Awareness Month
« Every 39 week of October

* Integration of Cybersecurity in the education sector

1 0
0\00 7000
Q) o
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) > »
3 2 i
-
S/ /8 ©  DEPARTMENT OF INFORN MATION AND
o/ N COMMUNICATIONS TECHNOLOGY
% 8
10 QQ
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Establishment of Cyber Training facilities
and Certification Programs

Promote National Cybersecurity R&D I n C reaS e

Program to attract and cultivate

Cyber Experts the Pool of

Cybersecurity

Trainings to Develop Cybersecurity
Specialist

Promote Communities of Practice (COP)
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NATIONAL LEVEL
COMMITTEE

= National
Cybersecurity Inter-
Agency Committee

= Cybercrime
Investigation and
Coordination Center

PUBLIC
PRIVATE
PARTNERSHIP

Public Private
Partnership
Forums

:-Strategic Collaboration

INTERNATIONAL
COLLABORATION

= Enhanced international law enforcement and
judicial cooperation against cybercrime-
information sharing

= Law Enforcement Trainings

= Training for Judges and Prosecutors

= Increased public/private and interagency
information sharing in line with cybersecurity
standards

* Increased collaboration between and among
CERTs



Cyber Security Cyber Crime

"JCSWG " CyberSecurity *BUDAPEST Convention
= ASEAN TELMIN Working Group of
= CyberSecurity ASEAN Defense = INTERPOL
Malaysia Ministers (ADMM)
« APCERT = Bilateral Security and sASEANAPOL
Defense Partnership
" FIRST (USA) i *EFUROPOL

= JAPAN-ASEAN

= CAMP 57// | «USDOJ
2
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Comprehensive

Database for inventory of
Program for

physical facilities, hardware,

_ Cybersecurity software and people Cyber Audit results of ClI
Comprehensive Education Training that were
CERT Program raches identified and

an
Database on Databa§e of Database of prioritized during
Cyber Drills Analytics ClI National Vulnerability Q4 2017
Risk Assessment
Registers Results

*o

Q4
NCERT Comprehensive National Cll Risk Database Implementation
& GCERT  CISO Program Database for Database Assessment Of Risk of Cyber Training
Monitoring Evaluation Assessment Facilities Plan
And Reporting Criteria Results
SEPTEMBER
JANUARY
> 2018
DECEMBER  JANUARY
Phase | 2017 2018 Phase Il
DECEMBER
ICT JuLy 2018
PSR 2018

Phase Il




Audit results of

Comprehensive Government
Program for Threat Agencies prioritized
Intelligence with critical systems Audit results of NGAs

And Operations Center

and frontline
agencies (e.g. BID,
DFA, DOH, etc.)

and LGUs that are

connected to the
government networks
(e.g. iGov PH)

A

Feasibility Studies Comprehensive Program
For the Threat for Local and International
Intelligence and Cooperation
Operations Center
MBER
JANUARY goEzpoTE
2019
DECEMBER  JANUARY
Phase IV 2019 2020 Phase V
DECEMBER
ICT JuLY 2020
D COUMUNICATIONS TECHNOLOGY 2020

Phase VI




Tactical lWork Pla

NATIONAL CYBERSECURITY PLAN 2022

12.08.201k 01L.23.2017 03.20.20L7 05.02.2017
Launching of the NCSP Round Table Discussion National Publication of
2022 d ircul :
MEMOrandim CHeHiar Cybersecurity NCSP 2022
Working Draft NCSP f
Coor;r'n”egmsrz;get e Inter_—Agency Release of
January 15, 2016) Council (NCIAC) Memorandum
Meeting Circular
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= Release’ repartment Orders for the Implementatlon of the

Natiofial CYD’ETS'E‘CUI’I’[V‘Plan 2022

= Establish and activate the National Cyber Intelligence Platform
(NCERT)

= Establish the Cyber Threat Intelligence and Analysis Centers

» [nstitutionalize the Cyber Safety Advocacy Promotion
% fish the ICTxEquipment Testing Lak
blishment of Cyber Traini%\Faci i

< 9

42
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JUST AHEAD
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#CVYBERRESILIENTPH

ICT % £¢
NATIONAL

CYBERSECURITY E N D
PLAN 2022

THANK YOU!



