


CONTENTS 

1 History of CyberSecurity in the Philippines 

2 

3 

The National CyberSecurity Governance Framework 

The National CyberSecurity Plan 

Strategic Drivers 

Focal Areas – Critical Infostructure, Government,  

   Businesses, and Individuals 

Key Enablers – Manpower, Industry, R&D, Domestic 

    and International Collaboration 



CONTENTS 

4 Key Strategic Imperatives 

5 Strategic Collaboration 

Enhance Security and Resilience of CII and government public and 

military networks to deal with sophisticated attacks 

Increase efforts to promote adoption of Cybersecurity measures 

among individuals and businesses 

Grow Pool of CyberSecurity Experts 

National Level Committee 

Public-Private Partnership 

International Collaborations 





2000 2001 2003 2005 2007 

RA 8792, 

Electronic 

Commerce 

Act of 2000 

Creation of 

PHCERT 
 

Convention on 

Cybercrime/ 

Budapest 

Convention 

Creation of 

Computer 

Crime Section 

of the PNP 

Growing number 

of hacking attacks 

& cybercrimes 

were recorded 

I Love You 

Virus 

First cybercrime 

conviction under 

the E-

Commerce Law 

Growth in 

cybersex and 

child trafficking 

cases 

HISTORY OF CYBERSECURITY IN THE PHILIPPINES 



2009 2012 2014 2015 2016 
RA 9775, 

Anti-Child 

Pornography Act 

of 2009 
 

RA 9995, 

Anti-Photo and 

Video Voyeurism 

Act of 2009 

RA 10175, 

Cybercrime 

Prevention Act 

of 2012 
 

RA 10173, 

Data Privacy 

Act of 2012 

RA 10175 

suspension 

lifted 

DOJ Reported that 

9 out of 10 Filipinos 

are victims of 

various forms of 

cybercrime ranging 

from hacking attacks 

to online scams 

Election 

Breach 

 

Bank Heist 

EO 189 s. 

2015, Creating 

the National 

Cybersecurity 

Inter-Agency 

Committee 

HISTORY OF CYBERSECURITY IN THE PHILIPPINES 

RA 10844, 

Department of 

Information and 

Communications 

Technology Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

Laws enacted that are 

technology-related 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 7610 

Special Protection of Children 

against Abuse Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 8484 

Access Devices 

Regulation Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 8792 

Electronic 

Commerce Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 9208 

Anti-Trafficking Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 9262 

Anti-Violence against 

Women and Children Act 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 9775 

Anti-Child 

Pornography Act 

RA 9995 

Anti-Photo and 

Video Voyeurism 



1992 

1998 

2000 

2003 

2004 

2009 

2012 

RA 10173 

Data 

Privacy Act 

RA 10175 

Cybercrime 

Prevention Act 







CyberSecurity in the 

Philippines should be 

divided according to its 

major CyberSecurity 

Responsibilities: Law 

Enforcement, Protection 

and National Defense 

Law 

Enforcement 

Network 

Protection 

Intelligence 

Community 

DOJ-NBI 

DILG-PNP 

DICT 

CICC 

NICA 

DND / AFP 

NSC 
National 

Defense 

Identify Criminals 

Preserve Evidence 

Prosecute 

Disseminate Broadly 

Ensure Timely Release 

Defend the Country 

Protect Military Networks 

Attribution 

Advise and Inform 

   Decision Makers 

Community 
Agency/ 

Organization Emphasis 



Cyber Security Maturity Model 

Source: Presentation of Robert Lentz Former CISO US Department of Defense 



Where are we now?  Tools based 

 Reactive / Manual 

How do we get there?  Crafting of the National CyberSecurity Strategy, 

Policies, Plans and Programs  

 Establishment of NCERT and Implementation of 

other Programs defined in the National 

Cybersecurity Plan 

What do we want to achieve? Cyber Resilient Philippines 
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Protection for CII 

CII Protection and Security Assessment Program 

 Protection Assessment Project (ICT Systems) 

 Security Assessment Project (Readiness) 

Compliance Certification to Cyber Risks of CII 

 

National Cyber Drills and Exercises Program 

 Assess the capability  and readiness of CII 

 Annual Activity 
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National Computer Emergency Response Program 

NCERT, GCERT, and Sectoral CERTs  
 

Threat Intelligence and Analysis Centers 

DND Cyber Defense Center 

NSC Threat Operations Center 

 AFP CYBERCOMMAND 

NICA Cyber Intelligence and 
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#CyberAssurancePH 

Protection of Business and Supply Chains 

National Common Criteria Evaluation 

and Certification Program 
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#CyberSafePH  |  #PRInT 

Protection of Individuals 

CyberSecurity Education Campaign Program 
**Educate, Empower and Encourage (3Es)** 

 

 Training of Trainers Project (ToT) 

 Cybersecurity Outreach Project  (#PRInT)  

• Use of Paper, Radio, Internet and Television (PRInT) media to create 

multiplier effect  

 National Cybersecurity Awareness Month 
• Every 3rd week of October 

 Integration of Cybersecurity in the education sector 
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Tactical Work Plan 

N AT I O N A L  C Y B E R S E C U R I T Y  P L A N  2 0 2 2  

    

12.08.2016 
 

Launching of the NCSP 

2022 

 

Working Draft NCSP for 

comments (target date: 

January 15, 2016) 

 

01.23.2017 
 

Round Table Discussion 

Memorandum Circular  

03.20.2017 
 

National 

Cybersecurity 

Inter-Agency 

Council (NCIAC) 

Meeting 

05.02.2017 
 

Publication of 

NCSP 2022 

Release of 

Memorandum 

Circular 



Quick Wins 
 Release DICT Department Orders for the Implementation of the 

National Cybersecurity Plan 2022 

 Establish and activate the National Cyber Intelligence Platform 

(NCERT) 

 Establish the Cyber Threat Intelligence and Analysis Centers 

 Institutionalize the Cyber Safety Advocacy Promotion 

 Establish the ICT Equipment Testing Laboratory 

 Establishment of Cyber Training Facilities 
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